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Description

This report provides a guide on seizing cryptocurrency wallets from select mobile devices, using
a step-by-step approach illustrated with screenshots. The focus is on documenting the procedures
required to send and secure wallet information on iOS and Android devices, ensuring maximum
seizure of cryptocurrency assets.

Definition of Seizing Cryptocurrency: Seizing cryptocurrency, in the context of this report,
refers to the act of withdrawing all or the maximum possible funds from a suspect's wallet to a
law enforcement agency (LEA) )-owned wallet. This process is carried out to ensure that the
digital assets are securely transferred and preserved as evidence.

By following this guide, investigators will be equipped with the practical knowledge and visual
reference needed to successfully seize cryptocurrency wallets, making this a valuable resource
for digital forensic professionals handling cryptocurrency-related cases.

Important Note: This report assumes that the LEA involved has an agency-controlled wallet
already set up to receive the funds. This could be either a hardware or software wallet that is
ready to receive the funds upon seizure of the wallets. It’s important to have multiple
cryptocurrency addresses set up (ie BitCoin, Ethereum, etc) as it is often unknown what type of
cryptocurrency is being used.

iOS Android
Phantom Unstoppable
Uniswap Coinbase
SafePal Zengo
Exodus eToro
MetaMask Guarda
Bither/Bitpie Phantom
Coinbase MoonPay
Coin Cola Rainbow
eToro MetaMask
Guarda OKX
MoonPay Exodus
Rainbow Gemini

Assumption: This guide assumes that the mobile phone has been seized and the suspect is
logged into their cryptocurrency wallet app.




10S Cryptocurrency Wallets

Phantom

To perform a seizure of the wallet the suspect must be signed in to their wallet.
1. Select the “Send” button which is the middle left button with the paper airplane icon.

2. After selecting “Send” you will be prompted to select a token in our case we select
“Ethereum”. Insert the address to send the funds to. This field needs to be filled with a
wallet owned by your organization. After doing so press “Next”. The next screen will
allow you to choose the amount of cryptocurrency to send for simplicity press “ MAX”.
The next screen will display the amount being sent including fees. Finally press “Send”,
now the transaction is pushed to the blockchain for confirmation.
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Etfud @

Uniswap

1. On the home screen select the middle left button with the paper airplane icon, this is the
send button.
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2. To seize the funds it requires a wallet preferably a brand new wallet that was created by
your organization for the purpose of receiving the cryptocurrency to be seized.

3. After selecting “Send” you will be prompted to enter a wallet address. The next screen
you can select the currency you'd like to use and press the “Max” button to use all funds
on this wallet. On the bottom of the screen select “Review Transfer”
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SafePal

Download the SafePal wallet from the app store and open the app, follow the steps below.
1. On the home screen select the “Send” button with the up arrow icon.
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2. To seize the funds it requires a wallet preferably a brand new wallet that was created by
your organization for the purpose of receiving the cryptocurrency to be seized.

3. After selecting “Send” you will be prompted to select the wallet you are sending from.
The next page you will enter the wallet address and press the “MAX” button, then hit the
“Next” button on the bottom of the screen. It will then ask you to review it as well the
fees associated with it, press the “Send” button and it will begin the transfer.




Exodus

Download the Exodus wallet from the app store and open the app, follow the steps below.
1. On the home screen slide the wallet you want to the right, select “Send”.

Share Enodus with friends and * Share Fuodus with friends and
you both oarn rewands you both earm rewands

' Tether USD
oUsDT 0usDT

2. To seize the funds it requires a wallet preferably a brand new wallet that was created by
your organization for the purpose of receiving the cryptocurrency to be seized.

3. After selecting “Send” you will be prompted to insert the address to send the funds to.
This field needs to be filled with a wallet owned by your organization. After doing so
press “Continue”. A pop up will occur telling you that all transactions are permanent
select “Ok”. The next screen will allow you to choose the amount of cryptocurrency to
send for simplicity, press “All” and then “Preview”. The next screen will display the
amount being sent including fees. Finally slide the arrow icon at the bottom to the left,



now the transaction is pushed to the blockchain for confirmation.
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MetaMask

Download the Metamask wallet from the app store and open the app, follow the steps below.
1. On the home page click the middle button at the bottom of Metamask which will open a
window with a few options. Choose “Send”.

11
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2. To seize the funds it requires a wallet preferably a brand new wallet that was created by
your organization for the purpose of receiving the cryptocurrency to be seized.

3. After selecting “Send” you will be prompted to insert the address to send the funds to.
This field needs to be filled with a wallet owned by your organization. After doing so
press “Continue”. The next screen will allow you to choose the amount of cryptocurrency
to send for simplicity press “USE MAX”. The next screen will display the amount being
sent including fees. Finally press “Send”, now the transaction is pushed to the blockchain
for confirmation.
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Download the Bither wallet from the app store and open the app, follow the steps below.
1. On the home screen click on the wallet you want to seize. On the next page click the

“Send” button.
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2. To seize the funds it requires a wallet preferably a brand new wallet that was created by
your organization for the purpose of receiving the cryptocurrency to be seized.

3. After selecting “Send” the next page will contain all the next steps. First type in the
wallet address you are sending the funds too. Next using the balance given enter that into
the “Amount” box as there is no max option. Finally enter the password for the
application and press “Send”.
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Coinbase

Download the CoinBase wallet from the app store and open the app, follow the steps below.
1. On the home page select the wallet icon on the bottom left of the page. Then press on the
funds you’d like to use. Finally select the “Send” button on the lower right side of the
page, you may need to scroll down to see it.
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2. To seize the funds it requires a wallet preferably a brand new wallet that was created by
your organization for the purpose of receiving the cryptocurrency to be seized.

3. After selecting “Send” you can enter the amount of funds you want to send, we will
select the “Max” button. Next enter the wallet address you are sending to. It may ask to
you to verify the wallet address, if it is correct select the “Yes, looks good” button.
Finally you can review all the information and select “Confirm” to complete the
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Coincola

Download the Coin Cola wallet from the app store and open the app, follow the steps below.
1. In the wallet screen of Coin Cola first hit “Deposit”. On the deposit screen either take
note of the wallet address or save the QR code.
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2. To seize the funds it requires a wallet preferably a brand new wallet that was created by
your organization for the purpose of receiving the cryptocurrency to be seized.

3. Now on another device that is signed in to the wallet collecting the seizures go to the
wallet screen and select the “Withdraw” button. The next page will be selecting the
currency, because we have funds in LTC we will select that option. Finally on the last
page we will enter the address we noted in the first step and select “All”. At the bottom of
the page you will select “Withdraw”
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Download the eToro wallet from the app store and open the app, follow the steps below.
1. On the home screen select the funds you want to send, in our case we selected LTC. On
the next page select the “Send” button.
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2. To seize the funds it requires a wallet preferably a brand new wallet that was created by
your organization for the purpose of receiving the cryptocurrency to be seized.

3. After selecting “Send” the next page will contain all the final steps. Enter the amount to

send, there is no max button but the available funds are below the line. Next enter the
wallet address you want to send the funds to. Finally press the “Send” button.
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Guarda

Download the Guarda wallet from the app store and open the app, follow the steps below.
1. On the home screen select the wallet you want to send from. In our case we will select
BTC. On the next screen select the “Send” button on the bottom of the page.
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2. To seize the funds it requires a wallet preferably a brand new wallet that was created by
your organization for the purpose of receiving the cryptocurrency to be seized.

3. After selecting “Send” you will be prompted to enter in the wallet address. There is no

max option on Guarda so enter in the total amount available, make to enter in the 0 before
the decimal point, then press “Continue”. On the last page you can review all the
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information and select “Send” to begin the transfer.
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MoonPay

Download the MoonPay wallet from the app store and open the app, follow the steps below.
1. On the home screen select the “MoonPay account” you’d like to send from in this case
we will select “Ethereum”. Select the three dots at the top right, and then the “Send”

button.
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2. To seize the funds it requires a wallet preferably a brand new wallet that was created by
your organization for the purpose of receiving the cryptocurrency to be seized.

3. After selecting “Send” select the “Max’ button and then click “Continue”. It will then ask
to confirm that you want to send the max amount, select the “Confirm and continue with
max send” button. On the next page you will enter the wallet address you want to send
the funds to. Finally on the last page you can review the transaction and swipe the button

at the end to send it.
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You'll send 0.0055 ETH
$12.28

Enter wallet address

From

MoonPay ETH

0x20...9A52ch

Daliver to

0 0=47..0T6b01

Metwork fes
$2.28 - (-1 minute)

. Swipe to send

Please review the above before confirming
as transachons cannot be reversed.

Rainbow

To perform a seizure of the wallet the suspect must be signed in to their wallet. Download the
Rainbow wallet from the app store and open the app, follow the steps below.
1. Select the “Send” button which is the third button underneath the wallet balance.
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2. To seize the funds it requires a wallet preferably a brand new wallet that was created by
your organization for the purpose of receiving the cryptocurrency to be seized.

3. After selecting “Send” you will be prompted to insert the address to send the funds to.
This field needs to be filled with a wallet owned by your organization. Next if there are
multiple wallets on the phone it will ask which wallet to use. The next screen will allow
you to choose the amount of cryptocurrency to send for simplicity press “MAX”.
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Android Cryptocurrency Wallets

Unstoppable

1. Press Send to begin the seizure
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2. Select the currency to seize

913 § ME & o

< Send

0 BTC eipss 0.0002383

3. Specify the amount to seize and the destination address.
%14 § ME & -
< Send ETH
o004 ETH
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$0.02

0x602AaB48496ecEDD22D212F57BbS @
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4. Review seizure and press Send to finish.

914 § ME &~ -

<  Confirm

You Send 0.00001 ETH

0x602AaB48496ecEDD22D212FS7B o [
b569CObbe8F268 > =

0.0004298 ETH
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Coinbase

1. Hit the twin arrows button in the bottom-center.
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2. Specify the amount. The app will default to the currency with available funds. Hit the
Send button.

923 g ME & -

0.00001

0.0064 ETH
>

Q Ethereum

Recelve D
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3. Specify the destination address and hit the Confirm button.

923 g ME &

€ Choose recipient

38353C80b08423e59fBB38cF950

[El Paste from clipboard

g. 0x6612...F950

4. Review and hit the Confirm button.

¢ Send

Q Ethereum 39‘02
0.00001 ETH

3‘ 0x6612...F950

Wallet used
Network

Network fee ®

Total cost




Zengo

1. Press the twin arrow button at the bottom to begin the seizure.

1011 g ME % .

Essentials Main Wallet v

Tokens

My Balance

$1.70 ®

© Security Level: 20f9 Upgrade Security

&\ Add 3D FaceLock to prot

% Buy crypto with up to 50% less fees  *
Unlock exclusive discounted fees and more.
Try Zengo Pro for free!

e Ethereum $1.70
O 0.00071558 ETH
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2. Select the Send option

1011 § M e .

3.

Receive
another w

Buy

ith multiple payment options

Sell
to your bank acc

Select the currency to seize
10111 § M * -

Send

Main Wallet

Send crypto

Transfer your funds to another crypto wallet or
exchange. You'll need their address.

Ethereum $1.70
ETH Ethereum 0.00071558 ETH

37



4. Specify the amount to send. There is a ‘Use Max’ button to seize everything.

10:12 g ME % .

$0.01

$1.70 Available

Use Max

1012 § M B % .

0%x20516B44aB56F2c6¢cE15e26€99: X

0x20516B44aB56F2c6cE15e26e99485a85
CA9A52ch
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6. Review seizure and press ‘Send’ to finish.

10:13 § M E % -

Review
Main Wallet

$0.01
0.00000421ETH

Send to
0%205...A52cb

Transaction Speed
Regular 15 min

Network Fee © $1.54
Paid to miners 0.00064975 ETH

Network 4 Ethereum
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eToro

1. Select the currency to seize
10:33 § ™M B % - @n

Crypto Balance

$1.84
Wallets
BTC 0.00001
Bitcoin $0.59
LTC 0.019834
Litecoin $1.25

Create wallet +



2. Press the send button
10:33 g M@ % - o0

< LTC BALANCE

a LTC 0.019834

Litecoin $1.25

[ c

RECEIVE LTC PENDING

[ — ]
3. Enter the amount and the destination address. Press send.

10:34 § M % - en
< SEND LTC
AMOUNT (LTC) [2usp|
0.001 =$0.06
Fee*: 0.000005 Available: 0.019834
ADDRESS
|LRBSFdhBZHXTovyEusffaMthLqARq3yZS | ©
b

« Maximum amount allowed to be sent per single transaction:
2,999 approximately: 47.243226 units.

* Fees are comprised of 0% eToro fees and 0.000005 LTC
estimated blockchain fee.

Wallet service provided by eToro USALLC N\
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4. You will need a 2-step verification code. It is sent to the linked phone number over SMS.

1034 § M % - *n

< SEND LTC

2-STEP VERIFICATION

Please check your phone and enter the code

CODE

Haven't received the code? Resend Code or try via phone call
instead

Wallet service provided by eToro USALLC /N

Autofill code from messages

2 nsc 3 oer
5 6 mno —

8 1w 9WXYZ@
.
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5. Crypto will be sent without further confirmation.
10:35 § ™M B % . on

< SEND LTC

©

Send Request Received

0.001LTC

Back to Balance screen

We have received your request to send 0.001 LTC. Check your
transactions screen for the transaction status.

Wallet service provided by eToro USALLC /N



Guarda

1. Select a wallet with funds to seize
955 § ™M & B . L 4

Total balance

$15.25

ADA 0
0.33USD 4 1.18%

BNB 0
565.29 USD + 2.11%

BTC 0
60794.76 USD + 1.81%

ETH 0.006
2382.15USD +2.1%

XRP 0
054 USD 1+ 1.85%

TRON



2. Click the Send button at the bottom

955 § M &g . ou
Ethereum 1
0.0064
D(+21%
Info yt kin:
Wallet address )} < :"

0x20516b44ab56f2c6ce15e26e99485a85¢ca9
a52ch

Updated: 2024-10-10 9:55
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3.

Specify the destination address and amount and then press Continue
957 § M &g . en

Send

9 Ethereum 1 0.006
$15.25

To address To my wallet

aB56F2c6CE15626€99485a85CA9A52¢h Paste &

" 0.00001| ‘ ETH
0.02 usb
Available: 0.0064 ETH =~ 15.25 USD

Network fee 0.000336 ETH » 0.8 USD

Advanced options >
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4. Review transaction and then press Send to finish
957 § M &g . 4

Confirmation

You're going to send

0.00001 ETH e
0.02 USD

Network fee (excluded)

0.000336 ETH
0.8 USD

Arrival amount

0.00001 ETH
0.02 USD

Destination address

0x20516B44aB56F2c6cE15e26€99485a85CA
9A52ch




Phantom

1. Press Send button to start Seizure

9:08 § ME &

ox

Receive Send Swap

Ethereum
0.0064 ETH

O
®

Solana $0.00
L $0.00

Polygon $0.00
0 POL $0.00

Manage token list




2. Select the currency to seize
9:08 g ME & -

X  Select Token

Q  Search...

Ethereum
0.0064 ETH

3. Specify the destination address and press Next

908 § ME & -
€< SendETH

To: Name or address

Account 2
x961F...k

@ Account 3
'\

@ Account 4




4. Specify the amount and press Next. There is a ‘Max’ button to send everything

908 g ME & -
€ Enter Amount

To: Account 2 (0x961F...b123)

0.005968260390622 ET*)

~$14.25

0.005968260390622 ETH Max
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5. Review the seizure and press Send.

909 g M B & -

< Summary

0.00001ETH

$0.02

To 0%961F79a2910cd641Dc6f7eF6725...

Network Ethereum

Network fee © Up to $0.82 >
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MoonPay

1. Click the three dots on the tile with the desired currency.

10:56 § ™ B * -

C @clvb333

Recent activity

BTC > ETH
v Swapped

Try our new way to buy
with Google Pay

It's faster and way simpler.

Try it now

MoonPay account

Ethereum Bitcoin
$10.69 $9.50

View all

0.00028 BTC
0.0064 ETH

View all
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2. Hit the Send button

10:556 § ™M B * -

A Ssend

@ Copyaddress

© Show recovery phrase
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3.

Specify the amount and hit Continue. There is a ‘MAX’ button to seize everything.

10:56 § M B3 o o

C @clvb333

0.0001

10% 50% T5%

Q Ethereum 0.0045ETH >

Continue
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4. Specify the destination address

10:56 § ™M= -

C  @rhha22

Recipient

[ 0aB72D425bA9f6E53088f249c46638

®  Oxcf90..6638

0o
oo ‘-!’

1 2 3 4 '5 6 7 .8 9 0
gwer tyuil op

asdfgh j k|

& zxcvbnmg@

@ MoonPay pasted from your clipboard a

v
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5.

Confirm send with swipe

10:57 § ™ B * -

C @clvb333

~u

Confirm send

4

\ 4

You'll send 0.0001ETH

® MoonPay ETH

S ¥ Oxcf...c46638

Network fee :0 Medium

Swipe to send
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Rainbow

1. Press Send to start seizure

Wallet 2

$15.27

Buy

Swap Send Copy

859 f ME & -

Ethereum $16.27
¢

Edit

Collectibles Recent

Collectibles

Collect Now
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2. Specify the destination address and the currency to use.

3.

859 § M & -

Ethereum
ETH

Specify the amount to seize. There is a ‘Max’ button to seize everything.

v 0.0064 ETH available

[RGEEY

O Normal @) =

3
6
9

—
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4. Review seizure and press ‘Tap to Send’ to finish

Sending

¢

0x7F60...79fd ‘

You own this wallet

Tap
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MetaMask

1. Press the twin arrow button at the bottom to pop out the menu
10:03 § ™M & 8 -

& ® Ethereum Main Network v

Account 4 (Imported

)x2051...52ch @Y

Address:

$15.25

$-0.26 (-1.70%)

‘Q Ethereum o Stake ¥
-1.70% 0.0064 ETH

Don't see your token? Import tokens




Select the Send option

10:03 § M & 5 -

Buy
Buy crypto with cash

Sell

Sell crypto for cash

Swap
Exchange between tokens

Bridge

Transfer tokens between networks

Send

Send crypto to any account

Receive

Receive crypto

Enter the destination address into the second box

10:03 § M & -

Send to
* Ethereum Main Network

Account 4 [ Imported
Bal TH

Account 1
OxE33C...129F




4. Enter the amount to seize. There is a USE MAX button to seize everything.

10:04 § ™M & 8 -

Amount

*® Ethereum Main Network

Back

.00001

)
GIOZY

Balance: 0.0064 ETH
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5. Review the transaction and hit Send to confirm.

1004 § M & -

Confirm

Back . !
Ethereum Main Ne

From:
Account 4 | Imported

Balance: 0.0064 ETH

Account 1
XE33C...129F

AMOUNT

0.00001 ETH

$0.02

Estimated changes

You send -0.00001 @ ETH
$0.02

Estimated gas fee® $1.23 0.000515 ETH

Max fee: 0.00071 ETH

$1.25 0.000525 ETH

Max amount: 0.00072 ETH
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OKX

1. Press the send button to begin the seizure

Web3 Wallet  ~

Q

Wallet B - Account 01 ~

$21.91

+$21.9: 00%) 1D

1D

Send Receive History More

Explore giveaways and airdrops

[ d] o
Hom

2. Select the currency to Seize
1020 g M= % -

<

Select crypto

. ETH 0.005193

Ethereum $12.36

. BTC 0.0001567

Bitcoin $9.54
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3.

Specify the destination address and press Confirm
10:37 § ME % -

<

Receiving address

0x20516B44aB56F2c6¢cE15e26€99485a85
CA9A52ch)|

] Clear 0 Paste
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4. Specify the amount and press Next. There is a ‘Max’ button to seize everything.

10:37 § M *

<

Available: 0.00519376199 ETH Max

0.0001 ETH

0.23USD~ o




5. Review seizure and press Confirm to finish
10:37 § M o

<

Send

-0.0001 ETH.

Ethereum network fee mated)

Average ' 0.0005151 ETH ($1.23)

From

0x20516b44ab56f2c6ce15e26e99485a [}
85ca9ab2cb
Wallet B - Account 01

To

0x20516B44aB56F2c6¢cE15€26e99485
a85CA9AG2chb

Advanced v




Gemini

1. Hit the send button
11:06 § ™ B

a # Rewards

Portfolio

$0.23

Trade balance

View portfolio

© o

Convert

N2 T

Receive Deposit Withdraw

Gemini Turns Nine!

As we commemorate our 9th anniversary,
let’s reflect on the previous year &
celebrate some Gemini milestones.

Read about the milestones

Q A 3 8 o

Home Trade Stake Card Portfolio




2.

It will prompt for the user’s PIN. Enter it here to continue

1106 § ME % .

< &

Please enter your PIN
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3.

Select the currency to seize

1106 § ME *

<

Send crypto from Gemini
Need Help? See FAQ

(&) ETH (Ethereum Network)
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4. Specify the amount and press Continue. There is a ‘Send max’ button to seize everything.

1153 § ME % .

< Send ETH

0.0001 ETH

approx. $0.23 USD

Send max

0.0001 ETH available

5. Specify the destination address and press Review withdrawal

1107 § ME * -

< Send ETH

Withdrawal Amount

$ 0.00001ETH

approx. $0.02 USD

Ethereum network address

0x20516B44aB56F2c6¢cE15e26€994: [x)

Review withdrawal

w % @ ¢
q1 WZ eJ rA tS y6 u7 is 09 pO

asdfghj kI
& zx cvbnm®

@ - o
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If you are prompted with a warning message click “Yes, I want to proceed”

11:07 § ™M =

<

Warning

& If you've been contacted and asked to make an
urgent payment, this could be a scam.

You are about to finalize a transfer to a new wallet
address. Please make sure you know and trust the
person to whom you are transferring funds. Note that
Gemini Customer Support will never ask you to transfer
your funds in any circumstance. Once the transfer is
made, it cannot be reversed.

Learn more about common online scams.

Yes, | want to proceed

Confirm by using the Swipe at the bottom

Destination address

0x20516B44aB56F2c6cE15€26€99485
a85CA9A52ch

Transfer summary

Effective date 10/10/2024
Withdrawal amount 0.00 ETH

0.0001 ETH
Withdrawal fee @

Swipe to confirm
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Exodus

1. Hit the send button

BEG L ONMM R33N 90% @) 2:32

X ETHEREUM (ETH) i\\?

C

$2,328.04

ACTIVITY
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2. Enter in the address of the receiving wallet and press continue.

BRE L ONMM - R1B N 89% (@) 2:43

6

© Send ETH

0x20516B44aB56F2c6cE15e26€9948

v
5a85CA9A52¢ch

Continue
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3. Press OK for the warning

[ >B N 89% @) 2:43

4

Transactions Are
Permanent

d. Learn more
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4. Select “All” to transfer out all remaining funds

BES L OMM RB N 89% (@) 2:44

e

0.007943 ETH 1

Ethereum
$4.56
Remaining $0/0ETH

Max Network Fee $0.83 / 0.000356 ETH

2 3

Preview
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5. Continue with “Slide to Send”

BG4 OCNMM - R B RN 89% (W) 2:44

e

Sending

0.001943
ETH

$4.56

Max Network Fee

Address
0x20516B44aB56F2c6..99485a85CA9A52¢cb

Once confirmed, crypto transactions
can't be canceled or reversed.

Learn more
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